Splunk JDBC and Unity]DBC
Driver Setup for SQuirreL SQL

1. Download and install UnityJDBC at http://www.unityjdbc.com/download.php.

2. After installation, there is a unityjdbc. jar file in the installation directory. On Windows,
the default install path is: C: \Program Files\UnityJDBC

(=% B =)
@Uv| .« Local Disk (C) » Program Files » UnitylDBC » ~ [ 42| [ Search Unitnec ol
Organize » |£| Open = Burn MNew folder ==« l@l
Marne . Date rmodified Type Size
J code 6/12/2014 2:42 Ph4 - File folder
) drivers 5/26/2014 11:34 AW File folder
) lib 5/26/2014 11:34 A0 File folder
J sampleDB 5/26/2014 11:34 Ak File folder
J Uninstaller 5/26/2014 11:35 8k File folder
J urebserver 3f26/2014 1135 Ak File folder
|| .installationinformation T/5/2014 1044 P INSTALLATIONIM.., 5 KB
initsources.bat 5F26/2014 9:40 Ak Windows Batch File 1KB
nitsources.sh 5/26/2014 0:40 AW Shell Script 1kE
| README et 6/2/2014 10:39 Akd - THT File 9KB
4] unityjdbc.jar 77572014 12:44 P4 Executable Jar File 1,232 KB
| UnitylDBCDoc.pdf 52672014 11:14 A1 PDF File 1,460 KB

Copy the unityjdbec. jar file into the lib folder for your SQuirreL SQL installation. For

example: C: \Program Files\squirrel-sql-3.5.3\1lib.

You also need to copy

the filesgson-2.2.4. jar and splunk-sdk-java-1. 3. jar from the subdirectory

drivers\Splunk.
[F=5 E=R )
@Qv| .« Local Disk (C:) » Prograrm Files » squirrel-sgl-3.5.3 » lib - | ¢¢| | Search it o |
Organize » |£| Open = Burn Mew folder B= = [ .@.
Mame . Date modified Type Size i
4] spring-beans,jar 57112014 12:33 PR Executable Jar File 468 KB
4] spring-contextjar 57112014 12:33 PR Executable Jar File 435 KB
4] spring-context-supportjar 57112014 12:33 PR Executable Jar File 91 KB
4] spring-core.jar 57112014 12:33 PR Executable Jar File 276 KB
4] squirrel-sgl jar 57112014 12:33 PR Executable Jar File 2,183 KB
] stringtemplate.jar 5/11/2014 1333 PM Executable Jar File 225 KB
|| swing-worker,jar 5/11/2014 1233 PM - Executable Jar File 13 KB
] treetable jar 5/11/2014 12233 PM - Executable Jar File 35 KB
|| unityjdbe jar 1152014 144 PR Executable Jar File 1222 KB
] wersioncheckjar 5112014 12:33 PM Executable Jar File 2 KB
4] 86 jar 51172014 1233 Pl Executable Jar File 1,952 KB =
4] wml-apis.jar 57112014 12:33 PR Executable Jar File 107 KB
#] xmlbeans.jar 51172014 12:33 P Executable lar File 2667 KB L



http://www.unityjdbc.com/download.php

Start SQuirreL SQL. Under the Drivers tab, click Add \i| to add a new driver. Click OK.

Settings:
Name Splunk
Example URL jdbc:splunk://localhost:8089
Website http://www.unityjdbc.com
(Optional)
Class Name: splunk.jdbc.SplunkDriver
¥ Add Driver
Add Driver
Driver

MHame: |5p|unl{

Example URL: |jdhc:splunk:mncalhnst:BEIEEI

Wehsite LRL: |hﬁp:fﬁnﬂw.uniwjdbc.cnm

f Java Class Path r Extra Class Path |

CAPrograrm Filesiwsguirrel-sgl-2.59. 3 sguirrel-sgljar |~ | List Drivers
CAProgram Filesisguirrel-sgl-3.9. 0Uiantlv jar 15

CAProgram Filesisguirrel-sqgl-3.9. 0iasm-attrs jar

CAProgram Filesisguirrel-sgl-3.8. 0likasm jar

CAProgram Filesisouirrel-sgl-3.8. Rlibautocomplete. jar

CAProgram Filesisguirrel-sagl-3.9. iaxis-jaxrpe jar

CAProgram Filesisguirrel-sql-3.9. iaxis-saaj.jar

CAProgram Filesisguirrel-sgl-3.5. 2ibaxis-wsdl4j jar

CAProgram Filesisouirrel-sgl-3.5. 3ikaxis jar -

«] i ] |
Class Mame: [splunkjdbc. SplunkDriver -

(]34 Close




5. After installation, the Splunk driver should be checked indicating it is ready for use. If not, make
sure the unityjdbec. jar and the two other JAR files were installed correctly.

¥ SQuirrel SOL Client Version 3.5.3 (=R [Eol ==

File Drivers Aliases Plugins Session Windows  Help

Cnnnectml:E ActweSessinn" ‘ | ® @

D ITOpenASH00 mE
D LucidDB :
@ htariaDB Driver for MySQL and MariaDB
D Mckoi

¥ Microsoft MSSQL Server JOBC Oriver

@ Mimer BGL

v hitihdyS QL Driver

v MongoDB

v WySEL Driver

D NuoDB

v Oracle OC| Driver

" Oracle Thin Driver

@ Fointbase Ermbedded

D Paointbase Server

v PostareSQL

@ SAFDE

v ServiceMow

¥ Splunk

@ Starschema BigQuery JDBC

@ Sunopsis XML |
@ Svybase Adaptive Server Anywhere
@ Sybase Adaptive Server Enterprise :
@ ThinksaL ~|

‘ Drivers ” Aliases

smﬁnkl

| | Logs: Errors 0, Warnings 0, Infos 12 & || 4 of 122 MB - &) | 2.08:58 FM POT




The Splunk JDBC driver builds a schema on the first connection and caches it in a local file. This
schema building may take some time. You can set SQuirreL not to timeout connections. Under
the File menu select Global Preferences thenin the SQL tab set Login Timeout to
0 (unlimited).

0 Global Preferences @
QL farmatting | DB Copy | DBDIf | L&F | Fonts | Refactoring | Bookmarks | SQL Scripts
General I e I Prrowy I Diata Type Contrals I Wyiki Table

General

Login Timeout {secs) l— Zero means unlimited
Large Script Staternent Count: M

Debug

@ Mo Dehug

23 JDEC Debug to Output Stream

) JDBC Dehug to Wiriter

JDBC Debug File: CAProgram Filestsguirrel-sgl-3.8. 3 squirrel-sghlogsijdbedebug.log
SQL file

® (Openin previous directary

2 Openin specified directory I:l




7. Clickonthe Aliases tab. Then click the plus symbol M to add a new alias. Here is alias
information for a sample Splunk database:

Alias splunk demo

User Name | admin

Password admin

JDBC URL jdbc:splunk://localhost:8089

s

¥ add Alias (=)
Add Alias
Marme; [splunk_dema |
Diriver: ‘ v Splunk |v‘ ‘ My |
URL: idbe:splunicilocalhost208a |
UserMame:  |admin |
Password: [seseee |

[ ]Autologon [ ] Connect at Startup

ﬁ Fropeties

Warning - Passwords are saved in clear text

[ ok H Close H Test ‘

8. Click OK. You can then connect by clicking on the Connection icon | < to the left of the plus or
by clicking on the Connect button.

0 Connectto! splunk_dermo \EI

Connectto: splunk_demao

Alias:  splunk_demo
Driver:  Splunk
LURL:  jdhcsplunkflocalhost 8089

User: |admin |

Password: |"--" |

ﬁ Fropeties

Warning - Caps lock may interfere with passwords

‘ Connect || Close |




9. After connection you will see a window that allows you to enter SQL queries.

SQuirrel SQL Client Version EE
Eile Drivers Aligses  Plugins Session  Windows Help
Connect to : Active Sessiun.‘1 - splunk_demo as admin ‘vl S B ®) | Y| B
% [J 1-splunk_demo as admin
@
o
2 #| o] e|e|e]a]a|x]el [¢]s]z] €] DEENCIEREE
z
Ohijects sal
Select number, caller_id, opened_at, opened_by, Sirst_name, S.ast_name fam incident | INMER JOIN sys_u. |v| 1 | & ‘ ‘L\mltRows |v||1uu
F =
= —
o
tzplunk_dsma 1,141
i
Driver class splunk jdbc SplunkDriver successfully registered for driver definition: Splunk
| | togs: Emors 0, warning= 0, infes 12 & |-3a of 125 ME - o | 2:14:36 FM POT

10. To browse the schema, click on the Objects tab.

SQuirrel 3QL Client Yersion 3.5.3 EE |

File  Drivers Aliases Pluging  Session  Windows  Help

 Connect to; |splunk_dema = ctive Session: |1 - splunk_demo as admin |V| G ® @ | |0 &=

% [1 1-splunk_demo as admin
B O
Objects | Sal
” |‘Q||W : String Functions r Systern Functions rT\meIDate Functions r Keywords r Supported Refactorings
5 [l + = Epnk_geme : Metadata | Gtatus | Gehemas | TableTypes | Datalypes | Mumeric Functions
= :
= ! SplerngLE i | Property Marne “alue
] [ DynamicSearch “|JDBC Driver CLASSNAME splunk jdbe. SplunkDriver [a
[ Errors inthe last 24 hours :|JOBC Driver CLASSPATH Mafiles specified in 'Exra ClagsPath' tab for driver
[ Errors in the last hour ;| oetlURL jdbe splunkiflocalhost 2089
[ Indexing warkinad 'SRtjadOJIV tr;e'
[ License Usage Data Cube joctuseriame - admin
B Messages by minute last 3 hours supportsCatalogsinTahleDefinitions false
[ Splunk errars last 24 hours “|supportsSchemasinT ableDefinitions false
[ Testsearch poctDrivertiame Splunk JOBC
B Top five sourcetypes ; getCatalogSeparator [
B vIP Customer “|storeshizedCaseldentifiers false
[ i audit -|storesUpperCaseldentifiers false
B iox__intarnal :|getDatabaseProductiame Splunk
[ 1ox_rmain :|getDatabaseProductversion 0.2
o & uoT = |oetD jorversion 0
: | getidentifierGuoteString "
‘| supponsSchemasinDatabanipulation true
‘| supportsStoredProcedures false =
E 3 ey P =
[ Il v
fzplunk_dema [ IRIE

| | Logs: Errors 1, Warnings 0, infos 112 B m- Gy | zazzoemeom




11. View table contents by clicking on a table and selecting the Content tab.

SQuirrel 3QL Client Yersion 3.5.3
File Drivers pliases Plugins

. connect1o:splunk_derno |+ |

Sessian

Windows  Help

Active Session:|1 - splunk_demo as admin

RE RIS

% [1 1-splunk_demo as admin

« @)

Objects | QL

unk_demo

plunk

TABLE

[ DynamicSearch

[ Errors inthe last 24 h

| Drivers | Aliases

[ Indexing workload
[ License Usage Data
[ Messages by minute
[ Splunk errors last 24
[ Testsearch

i3] Top five sourcelypes
[ WP Customer

[ idk__audit

H idx__internal

[ i _rnain

o &2 UDT

E Errars in the last hour

f=plunk_demoisplunkTABLETestSearch

|\Q||W= Imported Keys r Indexes rPriwIeges r Column Privileges r Row IDs r\f'ersiuns |

| nfa Content | RowCaunt | Columns | Primaykey | Exported Keys
g | JBESSIONID action hytes clientip cookie |date_hour| date_rnday
- |SDASLEFF TADFFA3001 purchase 1167 12130605 17 15 (=]

e :|SDESL4FF1ADFF42990 purchase 420 E4.BE.0.20 17 148 A
#|SDASL1OFFAADFFA2A56 purchase 3631 T4A323136 17 16 3
*|SDOSLAFFTADFFA2798 purchase 3187 201.42.223.29 17 15

Cube :|SD3ISLAFFSADFFA2TTS purchase 2421 212.235.92.150 17 15

last3hours - SD10SL4FF2ZADFFE2T43 purchase T 21118611101 17 15

O ©|SDASLAFFBADFFS2479 purchase 2141 121.254.179.199 16 18
#|SDASLAFF10ADFFAZ417 purchase 3413 194 21620619 16 16
- |SD9SLZFF4ADFFA2361 purchase 623 27351111 15 15
- |SD25L10FF4ADFF52352 purchase E40 222.41.213.238 148 148
<|SD1SLOFF1ADFFE2322 purchase 518 175.44.24.82 15 15
*|SDASLEFFEADFFA2150 purchase 2297 203172.197.2 15 15
:|SD25SLAFF4ADFFA20T4 purchase 2RAE 20112242235 14 14
“|SDTSL1OFFSADFFS1926 purchase 099 201.122.42.235 14 15
2| SD2SLEFF TADFFA1891 purchase 2669 175.44.26.139 14 18
#|SDASLAFF3ADFFA1802 purchase 1262 118142 8222 14 16
*|SD0SL1FFEADFFA1TEE purchase 999 201.42.223.29 14 15 =
‘|enaciaccannceirin - FETr] Ghaonaiooo Ew 1 =
f [CHT [»]

| 1,144

| Logs: Errors 1, Warnings 0, Infos 183

= || of 132 ME - Gy | zztzapmeom

12. View table fields by clicking on a table and selecting the Columns tab.

SQuirrel SOL Client Version 3.5.3
Eile Drivers Aliases Plugins

== Connectto: | splunk_demo :

Session

Windows Help

Active Session: |1 - splunk_demo as admin

o e olE)

% [] 1-splunk_demo as admin |

@
2
i[ao] « 3l G
s
Dbjects | 5QL
" " ”Q"V“: Imported Keys | Indexes | Privileges | Column Privileges | RowlDs | versions |
@ (fif ¢ B splunk_demo B Infa r Content r Row Count r Columns r Primary Key r Exported Keys
2 = :
=] v %"#;IELE : |COLUMN_ TYPE_M... | IS_MNULLA . |DECIMAL_DIGL.. | COLUMM_. | COLUNMM... |REMA_ | DATA_T... | BUFFER_LE
= H DynamicSearch :|JSESSIONID [WARCHAR 0 10000000 =null= 12 =null= [a]
[ Enors inthe last 24 hours pjaction WARCHAR g 10000000 |=null= 12 =null=
[ Errars in the last hour | btes INTEGER 0 10 =null= 4 =null=
B Indexing workload “|clientip WARCHAR 0 10000000 =hull= 12 =rull= =
[ License Usage Data Cube |poakde MARCHAR g 10000000 |=null= 12 =null=
[ messages by minute 1ast 3 hours | date_hour_INTECER g 10 =hull= 4 =null=
[ Splunk errars last 24 hours i|date_mday [INTEGER 0 10 =null= 4 =null= ]
B Tastsaaren “|date_minute INTEGER 0 10 =null= 4 =null
B Top five sourcetypes |date_manth [VARCHAR [ 10000000 |<null= 12 b
[ IP Customer “|date_second INTEGER 0 10 =null= 3 =null>
[ iy audit |date_wday  |[VARCHAR 0 10000000 =null= 12 =null=
[ idx__internal i|date_year  |INTEGER 0 10 =hull= 4 =null=
B idx_main “|date_zone  [WARCHAR 0 10000000 |=null= 12 “null=
~@uoT |eventtype  [VARCHAR [ 10000000 [=<null= 12 =null=
B Hfile WARCHAR 0 10000000 [=null= 12 =null=
“|host WARCHAR 0 10000000 =null= 12 =hull=
“lident WARCHAR 0 10000000 =null= 12 =hull= —1
ilind [=T=SE7N=] o A nnnnnonn m 1 m =
il4] il ] o
fsplunk_demaisplunkTAEL Efest S=arch 1,141

| Legs: Errors 1, Warnings 0, Infos 183

=] || of 132 MB - &) | 2:22:16 PM POT




13. Click the SQL tab to enter queries. Click Run ® to run a query. Here are two example
queries. The first query queries a single table and runs completely on Splunk. The number of
results on all queries is limited to 100 rows. The second query uses a join that requires
UnityJDBC. Note that DynamicSearch is a virtual table that supports a filter on the attribute
search which can be any Splunk search query. The trial version is limited to returning 100
rows. Upgrade to a full version at www.unityjdbc.com for an unlimited number of rows. More
details on querying is at: http://www.unityjdbc.com/splunk/splunk jdbc.php

Query #1 SELECT clientip, bytes, time FROM TestSearch

Query #2 SELECT S.clientip, D.clientip, SUM(S.bytes) as sbytes,
SUM (D.bytes) as dbytes
FROM TestSearch S INNER JOIN DynamicSearch D
ON S.clientip = D.clientip
WHERE D.search = 'search bytes>1000 | head 1000’
GROUP BY S.clientip, D.clientip
ORDER BY sbytes DESC

LIMIT 10
¥ sQuirreL SQL Client Version 3.5.3 =R =R
File  Drivers  Aliases  Pluging  Session  Windows  Help
“ Connectio: |splunk_demo : Active Sessmn.|1 - splunk_demo as admin |'| @ ®) ri B
% [J 1-splunk_demo as admin |
w
o *. . = el (rm]
2 » [olofelajemnxs [o]s] 5] & REIERCIEREIE
H
Ohjects sSal
SELEGT clientip, bytes, _time FROM TestSearch |v| i | | ‘ m| ‘L\mitﬁnws |v|
w
E SELECT clientip, bytes, _time FROM TeatSearch 1=
5
e T
|| "SELECT ciientip |
Rows 427; SELECT clientip, bytes, _time FROM TestSearch Rows: 1, Cols: 0 * @ &
Results | MetaData | Info | Owerview/ Charls
clientip hytes _time
12.130.60.5 1167 2014-06-1517.57.58.0 -
G4.66.0.20 420 2014-06-1517:53:47.0
745323135 3531 2014-0B-1517:44:02.0
201.42.223.28 87 2014-06-15 17:12:50.0
212.235.92.150 2421 2014-08-1517:09:01.0
2116611101 7T 2014-06-1517.02:27.0
121.254.179.199 2141 2014-06-1516:19:24.0
194.215.20519 3413 2014-0B-15 18:07:18.0 -
|| isplunk_demafsplunkiTABL ETestSearch 1,46 4 45
e e e e 7
| | Loas: Errers 1, wamings 0, infos 254 d B || of 133 ME - [ | 2:24:62 FM POT



http://www.unityjdbc.com/
http://www.unityjdbc.com/splunk/splunk_jdbc.php

¥ SQuirrel QL Client Version 35,3 =R ==

File Drwers Alases Pluging  Session  Windows Help

* Connectto:|splunk_dsmo : Active Sessmn:|2- splunk_demo as adrmin |v| & ® | ® |ri| =

% [J 2- splunk_demo as admin |

©
g # |o|glela[u]aa] x|l [¢|c]:]|8 [a]e| @) (@@ |&]e)
SELECT S.clientip, D.clientip, SUM{S bytes) as shytes, sum(D bytes) as dbytes FROM TestSearch S INMER JO |v| + | EEl | ‘Limit Rows |v | |1 aa
SELECT &.clientip, D.clientip, SUMiS.byrtes) as sbytes, sum(D.bvces) as dbytes Il

FRON Testiearch 3 INNER JOIN DynawicSearch D ON §.clientip = D.clientip
PE D.zearch = 'search bytes»1000 | head 1000

GROUP BY $.clientip, D.clientip

ORDER EY sbytes DEIC

LINIT 10 =

Drivers

e e -

| sELECT S.chient |

Fows 10; SELECT 3.clientip, D.clientip, $UM(%.bytes) as sbytes, sum(D.bytes) as dbytes FROM Testearch § INNFRows: 1, Cols 0 X @ 7 E
Results rMelaDaIa Info | Cwerview ! Charts

clientip cligntip shytes dhytes
211.166.11.101 211.166.11.101 463590 502635 -
87194 216.51 87194 216.51 362404 384000
§1.205.189.14 §1.205.189.14 208247 151880
B4.66.0.20 B4.66.0.20 208128 37BBES
20317214972 203.172.197.2 174320 185885
187.231.45.62 187.231.45.62 173433 205338 ﬂ
B0.220.218.88 B0.220.218.88 1EEDEY 215550 =
|| Isplunk_derno | 5,3 /261

e

Logs: Errors 0, Warnings 0, Infos 20 =1 || WE - [ | 5:34:12 FM POT

Notes:

1)

2)

The driver automatically switches to export jobs (with JSON output) if it cannot guarantee that the
number of results returned is less than 50,000 (or a user configured amount by setting the
parameter maxcsvrows in the URL connection string). CSV exports are used for smaller jobs for
faster performance.

Adding the URL parameter debug=true will produce more information on query execution. This
information can be seen in the SQuirrelL log by selecting View SQuirrelL Logs from the
Windows menu.



